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1.0 Definitions

1.1 Where the word ‘Trust’ is used in this document it refers to University of Lincoln Academy
Trust.
1.2 The term ‘Trust Executive Leadership Team’ (ELT) comprises, the Chief Executive Officer,

Chief Finance Officer, Chief People Officer and Director of Primary Education.

1.3 Where the word ‘users’ is used it refers to staff, future staff issued with ICT access and/or
hardware, volunteers and regular visitors.

1.4 Where the phrase ‘Senior Leader’ is used, this refers to the ELT, Principals, Headteachers
or Business Services Director within the Trust.

1.5 Where the phrase ‘Principal’ is used, this also refers to Headteachers.

2.0 Policy Statement

2.1 University of Lincoln Academy Trust recognises that technology is an integral aspect of the lives of
employees, pupils and stakeholders. These technologies can facilitate discussion, promote
creativity and stimulate awareness of context to promote effective learning. They also bring
opportunities for more creative and productive learning.

2.2 The Trust is committed to maximising the opportunities which technology provides for all
individuals to learn, engage, communicate, and develop skills within a safe and professional
culture which complies with confidentiality and data protection requirements.

2.3 The Trust will provide employees, future employees where appropriate, volunteers and regular
visitors (“users”) with access to Information Communications Technology (ICT) to enhance their
work and the learning opportunities for pupils, where appropriate.

2.4 An authorised user has the privilege and benefit of accessing Trust facilities for personal use in a
manner which is consistent with their contract of employment and in accordance with the Trust’s
Code of Conduct.

3.0 Scope and Principles

3.1 It is important that users acknowledge the role they play in upholding the reputation of the Trust in
both their professional and private lives. Individuals must ensure that their personal use of ICT and
technology, including social and gaming media, does not bring the organisation into disrepute
and/or damage public confidence in the Trust’s ability to provide a safe and appropriate
environment for pupils and colleagues.

3.2 All University of Lincoln Academy Trust users must comply with this policy and take appropriate
measures to ensure that they use ICT in a safe and responsible manner, both inside and outside
the workplace. This includes the wider use of technology, including but not limited to, mobile
devices and applications, text messaging, emails, digital cameras, videos, webcams, websites
and blogs.

3.3 Inappropriate use of ICT by an employee may be treated as misconduct under the Trust’s
Disciplinary Policy and in some cases, it may amount to gross misconduct.

3.4 Users are expected to comply with the spirit of this policy which is intended to clarify the Trust’s
expectations of users in relation to the use of ICT in order to ensure:

e thatusers understand how to use ICT, including the internet and other
communications technologies, for educational, personal and recreational use
in a responsible and appropriate manner;

University of Lincoln Academy Trust — ICT Acceptable Use Policy



e that Trust ICT systems and users are protected from accidental or deliberate
misuse that could put the security of the systems and/or users at risk;

e thatusers are protected from potential risk in their use of ICT in their everyday
work and practice;

e that appropriate professional boundaries are maintained in order to protect
pupils, staff and trustees from potential misinterpretation and/or abuse of the
relationship between those parties.

3.5 All users will be asked to sign receipt of this policy at commencement of employment as
confirmation that they have read and understood the content and agree to use ICT in accordance
with these expectations. Electronic versions of this policy will be issued to users via their IT login
home screens on a regular basis and they will be required to confirm that they have read and
understood the content electronically.

3.6 Questions about this policy and requests for training or information in relation to appropriate use
of ICT should be directed to the IT Services Team as appropriate. Users may also wish to contact
their trade union representative for advice and guidance as appropriate.

3.7 This policy does not form part of any employee's contract of employment and it may be amended
at any time following consultation with staff and recognised trade unions.

4.0 ICT Systems and Equipment

4.1 University of Lincoln Academy Trust ICT facilities, equipment and services are provided to
authorised users for the purposes of Trust business, albeit the Trust recognises that users may
occasionally use the ICT equipment for personal use (please see paragraph 2.4).

4.2 In using technology and services that the Trust provides, users must adhere to following accepted
uses:

4.2.1 Hardware

. ICT hardware is provided to enhance and improve educational outcomes and should be
used to undertake Trust business. The access to and use of desktops, laptops, tablets and
mobile devices must be backed with a clear business case and line manager approval
before being provided.

. The Trust’s IT Service manages the issuing of hardware to staff. Users are not permitted to
obtain IT hardware using Trust funds without approval from IT Services.

. Users are expected to take reasonable care in the use of ICT hardware and must report
damages or faults at the earliest opportunity. Where issues occur due to the negligence or
deliberate misuse of hardware this cost will be passed onto the individual or parties
involved. Where users are provided with mobiles devices, they are required to take
reasonable care of the equipment both inside and outside of the Trust at all times to avoid
loss or damage to it. These devices must be used in a professional work based manner and
are not private. All communication on them is visible.

4.2.2 Software

. The core aim of software provided for use by users is to deliver education experiences to
our young people and undertake Trust business that supports this core aim.

. Itis not permitted that Trust provided software is used for personal gain nor are users
permitted to use software for purposes which conflict with the Trust’s core aims. The
definition of Software is broad and includes all applications installed on Laptops, Tablets,
Desktops and Servers, as well as all online services such as Office365 and online
platforms.

University of Lincoln Academy Trust — ICT Acceptable Use Policy



All software installed on Trust systems must be licensed and this recorded with IT
Services.

Software must be approved for use; and therefore this must be sought from IT Services
before purchasing, installing or using any software on the Trust’s systems. Any online
system with Trust data being stored in it must be bought to the attention of the Data
Controller and IT Services for risk assessing and approving ensuring GDPR compliance.
The storage of software programmes that are unlicensed is prohibited.

The Trust will put preventative measures in place to ensure staff do not inadvertently
change system settings. Users are prohibited from adversely changing system settings
beyond those that are delegated to them. UoLAT users may need to make minor tweaks to
PC settings, such as icon layouts, these changes must only be made to equipment the
user is working on. This provision does not apply to System Administrators who are
required to make system-wide changes as part of their role.

Users are not permitted to access software, systems or files outside of their role unless
specific approval is provided by a Senior Leader.

Where there are concerns that software is not being used safely, outside of a user’s role or
not for the purpose intended these should be reported to a Senior Leader at the earliest
opportunity.

Where there are concerns that a user becomes aware of having access to data outside of
their delegated limit this should be reported to IT Services without delay.

It is strictly prohibited for Trust staff to use unauthorised software or make unauthorised
configuration change to devices. All changes must go through the IT department. If any
accounts are deemed suspicious i.e. unauthorised downloads of unauthorised software or
unauthorised configuration changes have occurred, the account maybe disabled and an
investigation undertaken.

4.2.3 Internet and Network Bandwidth

The Trust provides a comprehensive organisation-wide connected network for the benefit
of all users, which includes each site and remote working. The network is designed to be
robust and resilient with ample capacity to access network resources and the internet
from wherever a user is accessing our network.

Unless specifically authorised, users should not be using the Trust’s networks to access or
upload unreasonably large files; this includes files from or to the internet or internal
network location.

Internet usage is monitored and the use of the Trust’s internet connections should
primarily be used for Trust business and their use in line with the behaviour standards set
out in this policy.

4.2.4 Monitoring and Filtering

AULIT systems across the Trust are actively monitored for the protection and safety of the
Trust and all users and in order to ensure compliance of this policy and any legislative
duties. The Trust reserves the right to access all material stored on the Trust ICT systems,
including that held on the personal areas of user accounts, including email mailboxes and
academy mobile phone data, for this purpose.

Monitoring takes place in relation to all IT systems across the Trust and includes all mobile
devices, software, systems and emails. Monitoring applies to these systems all of the time
and extends to devices provided to users for use outside of the Trust network; including
use of mobile devices outside of the Trust premises, both during and outside of normal
working hours. Monitoring processes may not be able to distinguish between business and
personal files or messages and so all items stored on any media are deemed to be
business communications. If an employee chooses to make use of Trust facilities for
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personal files or correspondence, they must be aware that their files and emails will not be
private.

Monitoring actively looks for violations of the accepted uses of Trust systems, this includes
but is not limited to: keyword matching, image monitoring and application usage. The
accepted usage of systems is defined in this policy and monitoring will seek to identify
activity that does not conform to the standards of behaviours and conduct expected by the
Trust.

Monitoring is centralised by the Trust and access to the monitoring software is limited to
specific personnel where access is required as part of their role.

Where users are concerned that this policy has been infringed they should make every
effort to report this to a Senior Leader at the earliest opportunity.

Any stored data that does not meet the Trust’s cyber-security requirements or fails any
anti-virus or anti-malware test the trust will remove this data without warning.

Itis prohibited for any member of staff to download and keep copyrighted materials on
work devices such as movies, music or online games.

4.2.5 Communications

Users should ensure that they maintain professional standards when using any systems
and conduct themselves in a manner which is appropriate to the audience and of suitable
content. Users should ensure that they avoid the use of aggressive or inappropriate
language during such communications at all times.

Users should also understand that others may have different opinions and should respect
these opinions when communicating with each other.

Occurrences of spoof email addresses and malware infections attempts are ever
increasing and staff should be ever vigilant when using email systems. Treat unsolicited e-
mails with caution. Users should not open any e-mail attachments from an unknown or
suspicious sender, without first considering whether it is from a trusted source and was
expected. If in any doubt, do not open the email and forward it to IT Services for further
advice. Please also contact IT Services if unwanted, unsolicited e-mails continue to be
received.

The threat of SPAM emails is constantly evolving and the Trust will make every effort to
reduce the volume that users receive into their inbox. Staff should follow guidance issued
by the IT Services when they receive SPAM.

4.2.6 Usernames and Passwords

Users will be provided with a unique username and password when granted access to IT
systems at the Trust. This password is temporary and must be changed at first login and
meet system complexity requirements.

Users must not disclose their username or password to any other user or third party. It is
acceptable for a user to disclose their username to IT Services when receiving support.

Users are not permitted to allow anyone else to use their account unsupervised. Under no
circumstances should pupils or guests be logged into Trust systems with an account
belonging to a member of staff.

Where Multi-Factor Authentication (MFA) has been implemented, users must not attempt
to bypass or disable it.

Users must immediately report any unexpected authentication devices, or suspected
account breaches to IT Services.
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4.2.7 Service Reporting

Users should report issues, problems and faults through the Trust’s Service Desk Software.
Users can also use the Trust’s Service Desk email:

support@uolat.co.uk

Users should make every effort to provide as much information as possible, including
device name, location and a description of the issue with any error messages.

4.2.8 Encryption and Removable Media

The Trust understands that mobility plays a key role in facilitating the most effective use of
ICT for users. Mobility of users inherently introduces more risk to the Trust, especially in
relation to the loss of sensitive data.

The Trust will encrypt all mobile laptop and tablet devices provided by the Trust to users
and users are prohibited from disabling this setting. Memory sticks provided by the Trust
cannot be backed up and users must ensure data is adequately saved on Trust systems.

Personal memory sticks are prohibited from being used and users are expected to use
secure methods of transferring/saving work such as Trust operated email or cloud-based
systems such as Trust operated OneDrive. Where this is not possible users should request
an encrypted memory stick from IT Services. Users must use Trust-owned memory sticks
which have been encrypted and issued by IT Services as a last resort.

Users may use CDs or DVDs to access or burn files required to undertake their roles,
though must allow the system to complete virus checking automatically before being
used.

The Trust reserves the right to remotely disable or wipe data from devices that are reported
lost or stolen.

Where users wish to load data onto the system, this should be facilitated by IT Services
and users are directed to report the request as laid out in this policy.

4.2.9 Backup and Virus Protection

The Trust will take all reasonable steps to provide anti-virus and malware and antispyware
protection to all devices owned by the Trust.

Users are not permitted to add personal devices to the Trust network without the express
permission of IT Services.

Users are not permitted to disable any Anti-Virus or security protection system employed
by the Trust.

The Trust will comply with all legal and exam board requirements as well as follow best
practice in backing up its IT systems. The Trust will also undertake regular disaster recovery
scenarios for the purpose of testing its Disaster Recovery Plan.

4.2.11 Mobile Phones

Trust mobile devices have the ability for users to work remotely when away from Trust
premises. Users are expected to use their equipment to the same standards expected as if
they were present within the Trust academies.

Users should be extremely mindful of the network connection they use to connect to Trust
services with their device. Users are advised against connecting to “Open” networks to
prevent unauthorised capture of data transferred between the Trust and the device.

Users should use Remote Access or VPN wherever possible to work remotely. Where this
is not possible, users can work locally on their device; however must ensure documents
and work is saved in their Home Folders for syncing with the Trust on return.
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i Users are prohibited from leaving any mobile device, when working remotely, unattended
whilst unlocked. Devices that need to be unattended should be at least locked, or fully
shut down to prevent any unauthorised access attempt.

i The Trust will enforce an inactivity timeout of mobile devices of 30 minutes.

4.2.12 Artificial Intelligence (Al)

. The trust recognises that Artificial Intelligence (Al) tools may support productivity and
educational activities where approved for use.

. Users must not upload personal data, confidential information, safeguarding information,
commercially sensitive information or Trust business information into public Al systems
unless explicitly approved by the Trust.

. Users remain responsible for the accuracy, legality and appropriateness of any content
generated using Al tools and must verify outputs before use.

. Any Al system used to process Trust information must be approved by IT Services and
comply with the Trust's Data Protection and Information Security requirements.

5.0 Standards of Conduct and Behaviour

5.1 Individuals who work with children and young people are subject to a greater level of public
scrutiny in relation to all aspects of their conduct due to the nature of their work. It is important
that all users adopt the same high standards of behaviour and conduct when using ICT technology
as those standards expected in all other forms of interactions with pupils, colleagues and
stakeholders (please refer to the Code of Conduct for further details).

5.2 Users should ensure that their use of ICT and technology is consistent with their professional
responsibilities and that the language they use via electronic means is appropriate to the audience
and of suitable content, regardless of the location that they are using the ICT systems. They must
not use Trust ICT systems, equipment or devices to attempt to upload, download, access or store
any materials which are illegal or deemed to be otherwise inappropriate by the Trust. This
includes, but is not limited to material which:

. is obscene, illegal, pornographic or paedophilic;

. is defamatory, libellous, deceptive or unfairly criticises or misrepresents any individual or
organisation;

. violates the privacy of others;

. may be considered to be promoting violence or terrorism in any way;

. is discriminatory;

. is abusive or may be considered as harassment or bullying;

. is generally distasteful or could reasonably cause harm, offence, annoyance,

inconvenience, anxiety or upset to others.

5.3 This requirement also extends to the use of personal ICT equipment or devices whilst on Trust
premises or whilst acting in the capacity of a representative of the Trust.

54 In using ICT and technology, users should adopt the following practices:
. exercise sound, professional judgment throughout all use of ICT and technology;
. familiarise themselves with the Trust’s Code of Conduct Policy and ensure that their use of

ICT and technology complies with the expectations set out in the policy;
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regardless of any privacy settings, assume that all of the information they share through
electronic communications and work and personal social media forums are potentially
public information.

For social media:

Staff are expected to maintain professional standards when using social media and online
platforms. They must not communicate with pupils through personal social media
accounts, disclose confidential information, or post material that may undermine public
confidence in their professional role or the reputation of the school. All online activity
should reflect the school's values, safeguarding responsibilities, and staff code of
conduct.

Staff must maintain the same professional standards online as they do in school. Staff are
advised that they are expected to keep accounts secure via privacy settings. Staff should,
however, treat all online communications as public and permanent. They should act
professionally, respectfully, and in accordance with the school's/Trust’s values.

Staff should maintain clear professional boundaries with pupils: Staff should not accept or
initiate friend/follow requests with current/former pupils on personal social media
accounts. They should not communicate with pupils through personal messaging
applications or social networking sites. Use only approved school communication
platforms, and for educational purposes.

Staff should ensure personal use does not bring the school/trust into disrepute. They
should avoid posting content that could be considered offensive, discriminatory,
defamatory, or inappropriate for someone working with children. Consider how posts,
comments, likes, and shares may be perceived by pupils, parents, colleagues, and the
wider community.

Staff do not have permission to create school/ trust accounts without explicit permission
from the principal and/or Executive Team. Those using approved school accounts should
operate in line with the guidance on communication.

5.4.2 Treat others with respect

ensure the use of the internet, network resources, electronic communications and online
sites is always conducted in a courteous and respectful manner and in a way that is
appropriate to the audience;

recognise that language and tone used via electronic communications can be
misunderstood more readily than face to face or telephone discussions, ensuring
electronic communications are conducted carefully with this in mind and in a professional
manner.

5.4.3 Use ICT and technology responsibly and ethically

unless specifically authorised to speak on behalf of the Trust/Academy as a spokesperson,
ensure the views expressed through ICT and technology are identified as employees own;

ensure the use of ICT and technology is used to deal with school-related matters that are
within the remit of the staff member;

be open about an employees’ affiliation with the Trust and the role/position the employee
holds;

use trusted sources when conducting research via the internet, recognising that some
online content is unverified, incorrect or inappropriate.

5.5 Cyber bullying or cyber harassment are forms of bullying or harassment conducted using
electronic means of communication which can be invasive of privacy at all times. Such acts may
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also constitute criminal offences and will not be tolerated under any circumstances. Please refer
to the Trust’s Bullying and Harassment Policy for further details.

6.0 Confidentiality

6.1 It is the responsibility of individual users to ensure the security of any personal, sensitive,
confidential and classified information which is accessed or dissimilated through Trust ICT
systems.

6.2 Users should not publish, post or release information that is considered confidential. They should
not reveal information pertaining to their work with the Trust on any social networking site or public
forum.

6.3 Users must ensure that their workstations are not left unattended whilst logged on to the Trust’s
ICT systems without locking their access and should ensure that their passwords are held
securely. Users should apply the same security measures when accessing Trust ICT systems
remotely, such as from home.

7.0 Reporting Concerns

7.1 All users have a duty to report any incidents of use of the ICT systems which do not comply with
this policy to their line manager. If their concern relates to the use of ICT systems by their line
manager, they should raise the matter with an appropriate Senior Leader.

7.2 In situations in which mistakes occur using ICT and/or technology, the user should take
appropriate corrective action at the earliest opportunity, including liaising with any affected
individuals. In circumstances involving significant errors, or those which may constitute a breach
of data protection legislation or responsibilities, such as mistakenly divulging confidential
information, users should alert the relevant Senior Leader immediately.

7.3 Users must immediately report any suspected cyber security incident including phishing emails,
suspicious links, malware infection, unauthorised access, loss or theft of devices, accidental
disclosure of information, or suspected compromise of user accounts via the Service Desk

ICT Acceptable Use Policy Acknowledgement

My signature acknowledges that | have read, understood and will adhere to the University of Lincoln
Academy Trust ICT Acceptable Use Policy. | also acknowledge that | will report any breaches or
concerns relating to compliance of this policy immediately to my line manager and a Senior Leader,
Principal, Executive Principal, CEO or Chair of the Board of Trustees, as appropriate.

Signature:
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Printed Name:

Job Title/Capacity:

Date:
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